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Modern microprocessors contain many millions of gates and finding any hidden 

malicious Hardware Trojan (HT) is difficult. Additionally, HTs may not need any 

additional external input pins to activate. Multiple solutions have been proposed to find 

these HTs, but none of these solutions have promising result due to their limitations. 

Moreover, pre-silicon verification and post-silicon testing don’t address the issue of HTs. 

In this thesis we present a methodology based on blockchain technology to limit the 

possibility of inserting HTs into the design. Blockchain based technology limits the 

opportunity for insertion of HT, avoiding them in the design and fabrication process. We 

proposed a solution by monitoring hardware development process files, and maintaining 

integrity and trustful relationship using encryption and smart contracts in a blockchain 

network. 
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CHAPTER I:  

INTRODUCTION 

Hardware devices, integrated circuits (IC), including microprocessors, were 

considered more secure as to subterfuge than software packages, but now this rational has 

changed with discovery of Hardware Trojans (HT). Many suspicious incidents related to 

hardware bugs and hardware Trojans have been reported by IEEE Spectrum [2]. The US 

Defense Science Board [1] is so concerned that a task force about HTs has been created. 

This thesis defines HT as basically undesired alterations and possibly malicious changes 

to a hardware design that manifest themselves in the long run. The globalization of 

hardware design and fabrication process provides an opportunity for an adversary to 

perform malicious activities and alterations. These types of alterations are essentially 

designed to either disable, weaken the system, or leak confidential information. 

Recently, hardware security has become a significant research topic. Hardware 

security research mainly comprises of the study regarding threats to hardware devices and 

components, vulnerabilities, detection and their prevention. As compared to software 

packages, hardware devices and components were considered more trusted and secured. 

However, due to the increasing number of failure incidents caused by the hardware 

components [1][2], finding the root cause becomes more important. One of the reasons 

for concern is that, most of the hardware fabrication foundries are now global and 

adversaries can take advantage of the situation and add some malicious circuits during 

the final design or fabrication process. 

In the literature, researchers have proposed and developed many methodologies 

for detecting Trojans at pre-silicon and post-silicon stages but the results are not 

promising [3]. They are mainly categorized in two groups; logic testing by Trojan 

activation and the side channel analysis techniques [4]. The Trojan activation strategies 
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are more focused on activating the malicious circuitry as quickly as possible using 

probabilistic approaches. On the other hand, in side channel analysis techniques, real-

time power and timing information is collected to detect unwanted circuitry. Also, these 

techniques require visibility of internal structure of microprocessor. 

There are few other approaches for detection of malicious circuitry, one is 

through comparison of side channel parameters with Golden IC. Such type of comparison 

could be done in ideal cases where Golden IC is available. However, if multiple foundries 

and third-party intellectual properties (IPs) are involved in design process, this solution is 

not applicable [9]. Destructive reverse-engineering schemes are also one solution to 

check the integrity of manufactured microprocessors. Although, this approach gives 

relatively promising results but, it’s much time consuming and expensive. And in 

unconventional hardware designs, reverse-engineering could be extremely challenging. 

The involvement of third parties in manufacturing process with weak or non-

existent integrity and trust mechanisms creates a loophole for adversaries to exploit. 

These trust and integrity issues in ICs and microchips manufacturing process can be 

addressed by cryptography and blockchain technology. The concept of blockchain 

technology was first introduced in 1990 by Stuart Haber and W. Scott Stornetta [5]. They 

laid the foundation for a cryptographically secured chain what is now known as the 

blockchain.  

Blockchain technology has wide range of applications across multiple fields 

including banking and financial services, internet of things (IoT), healthcare sector, 

business and many more. This blockchain technology has the potential to be used in any 

domain due to its flexible architecture that supports security and integrity and its structure 

that makes it difficult for any fraudulent record to be created [6]. Fundamentally, the 

blockchain is the chain of records that are created whenever there is any transaction in the 
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blockchain network. Additionally, these transactions are temper-proof, meaning that 

transaction records can’t be deleted or erased once they are part of the chain. 

Blockchain is a distributed ledger that is stored in peer-to-peer network. 

Whenever a transaction is performed, a block containing specific information (date, time, 

block id and hash etc.) is created. The block then propagates to every peer of the network. 

The basic idea of blockchain is relatively straightforward, it is based on the distributions 

of records to a large group of recipients. By doing so, there is always a readily available 

source through which integrity of the records can be verified. 

Considering the limitations of proposed schemes in literature for ensuring the 

logical and functional integrity of ICs, a promising and efficient solution is imperative. 

Consequently, in this thesis, a preventive approach is proposed that can limit the 

opportunity to affect the integrity of hardware designs and microprocessors. Our 

proposition is mainly based on smart contracts and blockchain. We used cryptographic 

algorithms to secure hardware design process files and monitor the reliability of entire 

development lifecycle. The main contributions of this study are listed below. 

 Actual data files are secured by using encryption and hashing algorithms 

 Encrypted files are stored in a distributed database 

 Version control system is used to have updated files in the database 

 Storing hash in the blockchain 

 Audit and verification of integrity of files  

The organization of the remaining thesis is as follows: Chapter II presents the 

related works on HT detection and role of blockchain in data security. In Chapter III, we 

discuss the problem statement. Chapter IV explains our proposed solution in detail and 

Chapter V concludes this work. 

  



 

 

4 

CHAPTER II:  

RELATED WORK 

This section discusses existing research regarding detection of HTs and 

blockchain. 

A: Protocols for Detecting Hardware Trojans 

Multi-parameter side channel analysis technique for detecting HT is proposed in 

[3]. As opposed to conventional side channel analysis techniques, the authors have 

considered multiple parameters. They correlated quiescent current (IDDQ) to the maximum 

operating frequency (Fmax) of the circuit for detecting intrinsically leaky ICs. Also, they 

used power gating techniques to decrease the background power which as a result 

improves the SNR. The proposed scheme was validated through simulations and 

hardware testing using a 120nm FPGA chip.   

For detecting HT, a new methodology based on thermal maps and inception 

neural networks (INN) is proposed in [7]. Authors have exploited side-channel leakages 

using thermal maps. The temperature distribution and voltage noises of Trojan infected 

(TI) chip are distinguishable compared to those of Trojan free (TF) chip. Additionally, 

Lagrange multiplier and Karush–Kuhn–Tucker (KKT) conditions are used to optimize 

the sampled thermal maps. As a result, optimum input data for training INNs is obtained. 

Also, INNs with assistance of customized filters outperforms conventional convolutional 

neural network (CNN). Simulation results show that 98.2% accuracy can be achieved for 

detecting HTs. 

A neural network based learning-assisted scheme, named AVATAR, for detecting 

HTs is proposed in [8]. In this methodology, authors performed side channel analysis 

without using Golden IC (Trojan Free IC). A neural network is trained at design time 

using Static Timing Analysis (STA) data and later used as a process tracking watchdog. 
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Moreover, authors have considered different types of process variations while training 

neural network in order to increase the probability of HT detection. It doesn’t require 

Trojan to be partially or full activated to be detected as an inactive malicious circuitry can 

still add delay. The results show that AVATAR was able to detect ~98% of HT over 

selected benchmarks.  

The need for low-cost IC and outsourcing chip production supply chain has 

created security issues concerning HT, which is deliberate malicious modifications in the 

original design. Extensive research has been done using side-channel parameter analysis 

for finding HT. However, a significant part of the research depends on a golden chip 

which can be used for comparison. Similar to the human brain, Faezi et al., [10] have 

suggested Hierarchical Temporal Memory (HTM) for HT detection. This approach 

circumvents the requirement for a golden chip by employing a self-referencing approach. 

The method was found resistant to natural fluctuations in side-channel measurements, yet 

being able to properly identify anomalous chip activity when the HT is activated. 

Additionally, through TrustHub standards, on average observed detection accuracy was 

92.20 %. 

The globalization of the semiconductor industry has raised the security concerns 

associated with fabrication and authenticity of ICs. The secrecy of information in 

communication technologies and electronic systems rely on both software and hardware. 

There was a lot of work done to locate HT in order to build a secure and reliable piece of 

hardware. Nevertheless, there are limitations in the methodologies used in combinatorial 

testing, requiring a unique approach. Recently, an approach has been proposed that solely 

depends on the combinatorial qualities of the test vector and test results [11]. Authors 

claim that the proposed scheme gives promising result for finding combinational HTs 

under some particular assumptions. Furthermore, their method detected HTs that were 
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integrated in an Advance Encryption Standard (AES) circuit with a key length of 128 

bits. Additionally due to its algorithmic specification, it may be used to evaluate various 

cryptographic circuits. 

B: Using Blockchain for Data Integrity 

Authors in [6] have proposed an integrity monitoring protocol for the files in the 

cloud. The architecture of proposed protocol comprises of four entities; client, cloud 

storage service (CSS), integrity check service (ICS) and blockchain network (BN). 

Authors further divided the scheme into three phases for simplicity; preparation phase, 

storage phase and integrity check phase. Moreover, clients can monitor file integrity in 

such a way that their file content won’t be exposed to third parties involved in the 

process. Authors also proposed a security mechanism for CSS, that is, after verification 

of rules defined in trust management contract, only then CSS will work. 

Stuart Haber and W. Scott Stornetta [5] are the pioneers of digital time-stamping a 

document which then became the foundation of bitcoin and blockchain. In the author’s 

viewpoint, there is a need of securing the data, not only the medium. So, they proposed a 

solution of time-stamping a digital document while maintaining the privacy and trust of 

client and addressing the storage space issue as well. The authors proposed a time-

stamping service (TSS), which mainly tackles two issues; first, time-stamping a 

document and second, making sure that digital signature (date and time stamp) must not 

be forgeable. For addressing the storage space issue, authors first use the hash algorithm 

which compress the arbitrary length strings (data) to fixed length string (hash). It is not 

practical to send and store large size document to TSS.  

A data revocable and monitor-able P2P file sharing system based on smart 

contracts and blockchain is proposed in [10]. In conventional P2P file sharing systems, 

once the data is shared, the owner has no control over the data. Considering General Data 
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Protection Regulation (GDPR), authors have proposed a solution that improves privacy 

and security of P2P file sharing system. Moreover, provides control over revocation of 

shared files to the owner. By using Inter-Planetary File System (IPFS) synchronization 

status, the proposed system ensures that every node has updated files. 

Secure data sharing in patient monitoring system is very critical. Traditionally, 

data-sharing protocols mainly rely on third-party systems, which can put the system's 

integrity at risk. A smart contract based secure data sharing scheme is proposed to 

address the security and integrity issues in healthcare 5.0 [12]. Access control policy is 

written in a smart contract and after the verification of rules, transaction takes place on 

completion of treatment. In order to test the proposed solution, authors have used Solidity 

programming language for writing smart contracts, Ethereum blockchain and 

decentralized storage. And achieved data integrity and confidentiality in healthcare 5.0. 

With the revolution of software techniques, captured videos can be tampered very 

easily. In [13], a blockchain based scheme is proposed for surveillance systems to retain 

the integrity of videos and manage the storage space efficiently. A hash is created from 

the original captured scene, and stored as the reference along with its frame. The first 

block in the blockchain contains hash, frame name and timestamp of the reference scene. 

Then after predefined interval, hash is created from newly captured frame and is 

compared with the hash of reference frame. If the two hashes are same, that means there 

is no difference between newly captured frame and the reference frame. So, the newly 

captured frame is deleted for saving the space and few of its attributes such as hash value, 

date, time and frame name are stored in CSV file for future use. However, if the two 

hashes are not identical, that means some new information is captured. Then, its hash, 

captured time and frame name is stored on the blockchain. The proposed solution 

provides integrity and efficient storage management for surveillance systems.   
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CHAPTER III:  

PROBLEM STATEMENT 

Due to economic reasons, most hardware manufacturers have outsourced their IC 

fabrication to inexpensive facilities in foreign countries like Taiwan, China and South 

Korea etc. By doing so, the cost of IC fabrication is reduced considerably but, it may 

enable the adversaries to compromise the integrity of IC. In Figure 1, a simple crypto 

device is shown. Inside the device, there is a crypto module and a secret key is stored. So, 

whenever an input is given to the IC, it is fed to the crypto module along with the key. 

And then at the output pin, ciphertext is generated for the given input. Moreover, we can 

say that, as long as the key inside the IC is well concealed, the ciphertext at the output 

doesn’t contains any information regarding the secret key. 

 

 
Figure 1 

 

Crypto Device 

 

Now, another crypto device is shown in Figure 2. Let’s assume that during the 

fabrication process, an adversary has added a HT which consists of a trigger and a 2-to-1 

multiplexer. Secret key and output from the crypto module is connected to the inputs (In0, 

In1) of mux respectively and a trigger is connected to the select line (S). The functionality 

of mux is simple, depending on the value of the select line it passes on either of the inputs 

to the output. In a given scenario, we assume that, In0 is 1 and In1 is 0. So, whenever the 
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trigger feeds 0 to the select line, ciphertext is passed on to the output pin. Similarly, when 

the select line is 1, it passes on the secret key to the output pin. Hence, the key which is 

concealed inside the chip is now visible at the output. So, in this example, we have seen 

that, by injecting this type of small HT in an IC, the secret and sensitive data can be 

exposed to the output.   

 

 

 
Figure 2 

 

Compromised Crypto Device 

 

 

 

 

 
Figure 3 

 

Compromised Crypto Device (Trigger is connected to device input pin) 

Let’s consider another scenario shown in Figure 3. In this figure, the trigger is 

listening to the input of IC. This is an example of combinational Trojan which uses a 
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specific sequence of code to trigger. That means, the trigger remains in the passive mode 

and waits for the specific input (e.g. 0x72AD3991A0…). When the sequence appears, the 

trigger generates an output of 1 and as a result, the secret key is passed to the output. It is 

very difficult to detect these types of combinational Trojans, as the specific code is only 

known to the attacker.   

The HTs are designed in such a way that they are extremely difficult to be 

detected by functional testing, if not impossible and yet they are capable of causing 

disastrous damage. So, according to our point of view, if the hardware development 

supply chain can be secured, the integrity and vulnerability issues can be mitigated.  
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CHAPTER IV:  

PROPOSED SCHEME 

In order to maintain the integrity and securing hardware development process, the 

proposed solution uses cryptography and blockchain technology. As many phases in 

hardware development process are outsourced due to cost and technical reasons so, the 

process is vulnerable and prone to security risks. Moreover, the blockchain technology 

has emerged as a promising solution for security and integrity in many fields like 

cryptocurrency, banking, IoT and healthcare.  

This thesis aims at integrating blockchain and cryptographic techniques with 

hardware development process to provide  

 Data security against HTs 

 Transparency 

 Integrity and trustful relation with untrustworthy third parties  

 

 The objectives of this study are listed below. 

 Securing the actual data by encrypting and hashing the files after 

completion of each phase in hardware development lifecycle  

 Storing encrypted files in a distributed database 

 Use of version control system to have updated files in the database 

 Creating the hash from the original data  

 Storing hash in a distributed ledger to form a blockchain 

 Ethereum technology for implementation 

 Ganache personal Ethereum blockchain is used for testing 

 Audit and verification of integrity of files and entire development lifecycle 



 

 

12 

In the hardware development process, many different types of files are generated 

after the completion of each step. The hardware development process is shown in Figure 

4. 

 

 
Figure 4 

 

Hardware Development Process 

In the proposed solution, all files after a successful completion of a step are 

encrypted, and then stored on the separate distributed database. To create a hash from 

original file, a cryptographic SHA-256 hash algorithm is used. This algorithm takes an 

arbitrary size string as an input and generates a unique fixed 256-bit hash. The algorithm 

generates different hash even if only one symbol is changed. A small windows 

application has been developed that allows user to select a file, and then that application 

generates its hash. A code snippet for the hash function is shown in Figure 5. 
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Figure 5 

 

Code Snippet (SHA-256) 

When a user selects a file, its path is stored in a variable and then the same path is 

used for storing the hash. 
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Figure 6 

 

Code Snippet (AES Encryption) 

Similarly, AES algorithm is used to encrypt the original files and then encrypted 

files are uploaded to the database. Figure 6 shows the code snippet for AES function. 

Additionally, the detailed flow diagram of the proposed solution is shown in Figure 7. 
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Figure 7 

 

Flow Diagram 

Consider Figure 7, for an instance, a hash is generated using SHA-256 algorithm 

for a single RTL file. Similarly, the original file is encrypted and then stored on a 

database. For testing the proposed solution, Solidity programming language is used for 

writing smart contract and personal Ethereum blockchain (Ganache) as a distributed 

ledger. The already created hash of RTL file is then stored in the smart contract. In order 

to compile and deploy the smart contract, Remix Ethereum IDE is used.  
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Figure 8 

 

Blockchain 

Whenever a hash is stored in the smart contract, a transaction takes place and a 

new block is added to the blockchain. Figure 8 shows an example of such transaction. 

Moreover, part of this thesis has been published in IEEE conference [14]. 

A hardware design usually have hundreds of RTL files, associated with some 

specific function and different teams work on those files simultaneously. Then multiple 

RTL files are synthesize to generate gate level. In the proposed solution, hashes of RTL 

files for every single functionality are stored in separate blockchain. This means that, 

there will be multiple blockchains for RTL files. Additionally, each stage of the hardware 

development process has its separate blockchain. 

In the blockchain network, transactions can only be performed by verified users 

(nodes) that are part of the blockchain network. For joining a blockchain network, a user 

needs a security phrase for authentication purpose. In case of public blockchain, it is 
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strongly recommended that only known users receive the security phrase. Furthermore, 

authorized nodes can add other nodes to the blockchain network. Once the information is 

stored on the blockchain, it can never be erased. The blockchain keeps the record of 

every single transaction ever made and it’s verifiable. 

Moreover, actual files will be encrypted first and then stored at the database 

server. In the proposed scheme, a version control system is used for storing the updated 

files in the database. Whenever the updated file is pushed to the version control system, 

whole process of encryption, moving the encrypted files to the database and storing the 

hash to the digital ledger will be performed again. This process can be easily automated 

for convenience of the users of the system. If any unauthorized changes are made to the 

files in database, the hash from the blockchain will differ and the change will be exposed. 

Working of Proposed Scheme 

In this subsection, the working of proposed solution is explained in detail.  

  
Figure 9 

 

User Interface for Windows Application 
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Figure 9 shows the User Interface (UI) of windows application, developed for 

calculating hash and AES. Moreover, an online database is also integrated in this 

application, with which an encrypted file can be uploaded to the database and a list of 

uploaded files is also displayed. The application is running on the local machine at port 

4200. 

The first step after starting the application is to select a file for generating hash. 

When the user presses “Choose File” button, a quick access pop-up window gets open 

and user can select the file. Figure 10 illustrates this process. After selecting a file, when 

user presses “Generate Hash” button, again a quick access pop-up window gets open to 

select the destination path for the hash. 

 
Figure 10 

 

Selecting File for Hash 
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In the proposed solution, the test environment for Ethereum blockchain is 

configured on local system which consists of three main entities.  

 Ganache (Personal Ethereum blockchain) 

 Source code editor 

 Integrated Development Environment (IDE) 

 
Figure 11 

 

Ganache Admin Panel 

First, Ganache, a personal blockchain is configured and an instance is started on 

the local machine. It is a GUI based blockchain, shown in Figure 11. Then a smart 

contract is written in Visual Studio Code (VS Code) using Solidity language.  
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Figure 12 

 

Remix – Ethereum IDE 

In order to deploy and interact with smart contract, an open source IDE named 

Remix Ethereum IDE is used, illustrated in Figure 12. This web based IDE is then 

connected to the VS code by using Ethereum Remix extension. Once, the smart contract 

is compiled successfully, it is deployed on the local Ganache blockchain.  
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Figure 13 

 

Remix – Smart Contract Transaction 

Now, the next step is to store the hash on blockchain. When the smart contract is 

deployed, a user can interact with it depending on the functions defined in the contract. 

So, hash of the file which was generated at first step, is entered in the given space (Figure 

13). As soon as the hash is entered, a transaction takes place and a new block is created in 

the blockchain network.  
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Figure 14 

 

Ganache – Blockchain 

A personal blockchain is shown in Figure 14. Currently, there are three blocks in 

the blockchain. The first block is Block 0, which is created when a blockchain network is 

formed and this block is also known as Genesis Block. It’s the ancestor of all other 

blocks since every block references the one before it. The next block is Block 1 that is 

created when the smart contract is deployed. And the third block (Block 2) is created as 

the result of a transaction performed in the blockchain network. 
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Figure 15 

 

Selecting File for Encryption 

The next step in the process is to encrypt the original file and then upload it to the 

database. Consider Figure 15, a user selects a file from quick access pop-up window and 

after encryption, user selects the destination path to save the file. 
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Figure 16 

 

Upload Encrypted File 

For uploading the file to the database, the proposed solution uses Firebase, a 

cloud based database. After uploading the file, a list of uploaded files is displayed in the 

application that can be seen in Figure 16. 
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CHAPTER V:  

CONCLUSION 

Current trends of globalization in design and manufacturing process of ICs and 

microprocessors create a source of threat and vulnerability from adversaries. Competitors 

can take advantage of global supply chain to add malicious circuitry at any step of the 

process. Detection of unwanted or malicious circuitry through conventional methods are 

not scalable and don’t give satisfactory results. This thesis proposes a preventive solution 

for hardware development process files using encryption and smart contracts in 

blockchain. Moreover, the proposed scheme provides integrity and verifiable solution for 

semiconductor design and manufacturing process.  

Currently, two separate systems have been developed for testing the proposed 

solution. One for the cryptographic algorithms and database and second for implementing 

blockchain. So, for the future work, a single system can be developed in which all the 

functionalities are integrated in single application. Furthermore, the user interaction with 

the smart contract can be automated to mitigate the possibility of human error. Also, 

integration feasibility of proposed solution with current hardware synthesizers and tools 

can be done. 
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