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ABSTRACT 

INTELLIGENT IN-VEHICLE SAFETY AND SECURITY MONITORING SYSTEM 

 

 

 

Xiaodi Fu  

University of Houston-Clear Lake, 2019 

 

 

 

Chair: Jiang Lu, PhD 

 

 

Dangerous situations such as children are left in vehicles, are dropped off at wrong stops, 

or take on wrong school buses usually caused by the negligence of drivers. This paper 

presents a real-time intelligent in-vehicle monitoring system that can count and recognize 

people as well as alert drivers if such improprieties or potential dangers happen. The system 

uses an HOG-based face detector from the Dlib library to obtain face counting function. 

Face recognition is achieved through two steps, facial feature extraction, and face 

identification. The ResNet is used in facial feature extraction. It transforms an aligned face 

into a 256-dimensional vector, a Euclidean facial embedding. In face identification, labeled 

faces will be transformed into facial embeddings first. Then k-nearest neighbor classifier 

(kNN) is adopted to identify people using such facial embeddings. The simulation on 

ChokePoint dataset is tested and the average accuracy is 93 percent. The distance sensor 

performs well when it is installed 100 cm in front of people. Whether the motion sensor is 

installed depends on special conditions. 
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CHAPTER I:  

INTRODUCTION 

1.1 Background 

At present, the security of children on a school bus is an important issue that parents 

and teachers are concerned about. Most accidents occur among children in kindergarten 

and grade one because of drivers’ neglect. The issue comprises of several aspects. For 

instance, children are dropped off at wrong bus stops [1][2][3]. Some children may forget 

their route numbers that lead to them getting on wrong buses [4]. It is not news that children 

are left in school buses because drivers do not give enough attention to them. That type of 

accidents, in general, happens when the age of children between 4 to 7. The situation is 

very dangerous when weather is bad. 37 young children, on average, died on account of 

vehicular heatstroke every year in America [5]. In a report about 700 child vehicular 

heatstroke deaths from 1998 to 2017, 54% of children died because drivers forgot them. 

28% of deaths occurred for children playing in unattended vehicles and 17% of children 

were intentionally left in vehicles by drivers. Therefore, it is important to take effective 

measures to protect children from this kind of accident.  

To avoid tragedies or decreasing the probability of tragedies, we present an 

intelligent in-vehicle safety and security system based on Raspberry Pi, Pi camera, distance 

sensor, and motion sensor. It can help drivers in tracking children when they get off or get 

on the school bus. 

The key technique in the system is real-time face recognition. It is an important 

popular field in computer vision. It has yielded many applications which include tracking 

school attendance, protecting schools from threats, diagnose diseases, unlocking phones, 

etc. It includes image pre-processing, real-time face detection, face alignment, feature 

extraction, and classification. 
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1.2 Application 

The system can be installed on a portal of a school bus. By capturing people walking 

through the portal, it can recognize them and then store their names. The driver can obtain 

information about people by the system. Moreover, it can recognize strangers when they 

want to intrude on the bus. By monitoring people on the bus, it provides safety tips for the 

driver.  

If a bus has two portals, one is used for entering and the other one is used for exiting. 

In that case, two cameras are needed to connect with the system. However, the theory is 

the same as the system with one camera. The number of people on the bus is equal to the 

number of people entering the bus minus the number of people exiting the bus.  

The feature extraction algorithm, ResNet, can be implemented in some other mobile 

devices, such as mobile phones. Because the ResNet has fewer parameters, it is suitable 

for devices with limited memory. 

1.3 Challenges 

Challenges include the design of ResNet, real-time processing videos and the 

detection of strangers. The number of layers and the dimension of an embedding layer are 

very important in designing a ResNet. The memory size of our SD card is 16 GB which is 

very small when real-time processing videos. Therefore, the system needs more time to 

recognize faces.  

How to detect a stranger is also a challenge when we design the system. A threshold 

value needs a lot of time to select. The other challenges contain: 

• Data cleaning of the training dataset for ResNet; 

• Crop out face are; 

• Obtain multiple faces in a frame; 

• Align faces using facial landmarks; 
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• Select classification algorithms; 

• Configure the distance sensor and motion sensor. 

1.4 Contributions 

The system can launch the function of face recognition according to the distance 

between people and whether people are moving. A threshold distance can be set in the 

system. If people are in the range of the threshold distance, the system begins to recognize 

people. Otherwise, it does not work. This setting can save energy and reduce the work time 

of it. Thus, the system can intelligently select work time.  

The ResNet, besides implemented in the system, can be used in some other mobile 

devices because it has a small number of parameters and it needs less time to extract facial 

features.  

1.5 Organization 

The rest of the thesis is organized as follows: Chapter II is the related work. It 

contains steps of face recognition, the present face detection algorithms, the theory of face 

alignment, algorithms of facial feature extraction. Algorithms of face classification. 

Chapter III describes system configuration and setup processes. It includes hardware setup 

and main python libraries used in the system. Chapter IV presents the methods and results 

of designing the system. It contains dataset selection and collection, image preprocessing, 

ResNet models of feature extraction, face classification on still images and face 

classification on real-time videos. Chapter V summarizes the thesis. 
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CHAPTER II:  

RELATED WORK 

2.1 Face recognition 

Face recognition is a technology of identifying a person from a digital image or a 

video. Video is composed of a sequence of frames. Each frame is a digital image. 

Therefore, face recognition implemented on a video is based on face recognition on a 

digital image. Real-time face recognition is carried out by recording a video and identifying 

a person at the same time. 

Face recognition is a hot research topic in recent years with the prosperous 

development of artificial intelligence. It is implemented by analyzing the appearance of 

people and utilizing pre-existing knowledge. The advantages of face recognition are no 

contact and uneasiness of perception. Compared to fingerprint recognition and iris 

recognition, it does not need fingerprint readers and iris scanning devices. More important, 

it does not need the cooperation of people and it is not easy for people to observe cameras. 

However, face recognition has disadvantages, such as high computation and data 

storage. Additionally, people can change their appearance by making up and using 

accessories, then mislead face recognition. Nowadays, it is widely used in railway stations 

and hotels in China. It is also used in payment in China, but the use is not so widely. In 

America, it has many applications, for example, recognizing people on Facebook.  

Steps of face recognition are, in most cases, face detection, face alignment, facial 

feature extraction, and face classification. Facial feature extraction is a key step in it. 

Several models currently available for facial feature extraction are based on neural 

networks [6]. This thesis tends to present a new model for extracting face features. 

Compared to previous models, the number of parameters is relatively small, and it is 

suitable to use in a family or school scenario. Its requirement for computing is not very 
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high. In the thesis, an intelligent in-vehicle safety and security monitoring system is 

designed based on Raspberry Pi, Pi camera, distance sensor, motion sensor, and screen. 

The system can recognize people when distance and motion satisfy the set condition. It 

monitors who gets on or off a vehicle and the number of people in the vehicle. 

2.2 Face detection  

Face detection is a prerequisite process of automatic facial image analysis including 

face recognition and verification, face tracking, face landmark detection, sentimental 

classification, etc. There are various methods to categorize algorithms of face detection. 

One method groups algorithm into four categories [7]: feature invariant approaches, 

template matching methods, knowledge-based methods, and appearance-based methods. 

Another method categorizes algorithms of face detection into two schemes [8]. Rigid 

templates and deformable models. The former one is to learn rigid templates that mainly 

on boosted cascades methods and deep neural networks. The latter one detects face via its 

parts.  

Three popular face detectors are used to detect faces in current research and 

applications.  

• Haar feature-based cascade detector in OpenCV; 

• Local Binary Patterns (LBP) cascade detector in OpenCV; 

• Deep Learning-based detector in Dlib. 

2.2.1 Haar feature-based cascade detector 

In 2001, the Haar feature-based cascade detector is presented by Paul Viola and 

Michael Jones in a paper, “Rapid Object Detection using a Boosted Cascade of Simple 

Features" [9][10]. It is used to determine whether there are any objects in images. In 

OpenCV, it is trained from many images which include negative images with no faces and 
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positive images with faces. As a face detector, it is a very influential approach in recent 

decades because it achieves high accuracy and processing images with high speed [11].  

There are three key components of the detector. 

• Integral images. It simplifies and accelerates the calculation on feature calculation. 

• Adaboost algorithm. It selects important features from a large number of features 

to make the detector more efficient. 

• Cascade of classifiers. It discards information of background and focuses on 

computation on promising face regions.  

2.2.2 LBP detector 

LBP face detector is also provided by OpenCV [12]. It is faster and higher detection 

rate than Haar cascade detector. Comparison between LBP detector and Haar cascade 

detector on single face images is shown in the Table 2.1 and Table 2.2. 

 

Table 2.1: Result of Haar cascade detector [13] 
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Table 2.2: Result of LBP detector [13] 

 

2.2.3 Face detector in Dlib 

Dlib is a C++ toolkit [14] that contains many machine learning algorithms to solve 

problems in a lot of domains containing robotics, mobile phones, embedded devices, etc. 

The face detector in Dlib uses a Maximum-Margin Object Detector [15] with convolutional 

neural networks (CNN). It is trained by a dataset that contains 7220 images and is from 

various datasets, for example, ImageNet, VGG, PASCAL VOC, Face Scrub and WIDER.  

 

2.3 Face alignment  

Face alignment is a form of data normalization. Before you train a machine learning 

model of face recognition, you may align faces in your dataset. In other words, you need 

to normalize a set of feature vectors via zero centering. These feature vectors are extracted 

from facial areas. Face alignment is a necessary step when Eigenface, Fisherface, LBP, and 

deep learning algorithms are used to recognize faces. There are two main steps [16] of it: 

• Obtain the geometric structure of each face. 

• Align faces by normalized rotation, scale, and translation from facial landmarks 

• After face detection, every face is stored as an image which is represented by an 

array. The face is scaled that every face has approximately the same size. 

Additionally, face is rotated that the y-coordinates of eyes have the same value. 
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In the thesis, face alignment relies on a pre-trained facial landmark detector [17] in 

the Dlib library.  The detector predicts 68 key points that map facial contour. Those key 

points are shown in Figure 2.1. However, we only use those12 points to align face images. 

6 points represent the contour of the left eye and 6 points represent right eye. We get the 

coordinate of a center of an eye by coordinates of 6 points. Then we obtain the coordinate 

of a center of two eyes. The center of two eyes is a center of the rotation in a face image. 

By rotation, scaling, and translation, face images are normalized to implement face 

recognition [18]. Figure 2.2 shows that an original face with an angle of inclination is 

converted to an aligned face without inclination. 

 

 

 

 

Figure 2.1: The 68 face land markers [19]. 
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Figure 2.2: Face alignment: from an original image to an aligned face image. 

 

2.4 Overview of facial feature extraction models 

A face digital image is composed of many pixels. When processing a digital image, 

it is stored as an array, and a pixel is represented by a number in the array. A color image 

is represented by a three-dimensional array, and a gray image is represented by a two-

dimensional array. In order to increase the speed of computing, a color image is often 

transformed into a gray image. Another reason is that color information does not help to 

detect edges or features [20]. The gradient of the intensity of luminance is significant to 

edge or pattern detection which is effective information to distinguish objects. Converting 

color images to gray images reserves gradient of intensity of luminance and avoid color 

information. Even though transformation from a color image to a gray image, important 

features still covered by unimportant information. Those important features are used to 

distinguish different faces. Thus, feature extraction is the key step of face recognition. 

Several models have been developed and are available now for the facial feature extraction.  

2.4.1 Eigenfaces method 

Eigenfaces used for recognition was developed by Sirovich and Kirby in 1987. The 

method is used for face classification by Mathew Turck and Alex Pentand in 1991. The 

method of eigenfaces is based on Principal components analysis (PCA). It projects face 

images onto a feature space in which each axis characterizes a significant variation among 
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known face images [21]. Important features are the eigenvectors of the set of faces. By 

projection operation, a face image is represented by a weighted sum of the eigenface 

features. When recognizing a face, it only needs to compare these weights to those of 

known face in a dataset. 

PCA is a statistical technique to convert a set of data of possibly correlated variables 

into a set of data of linearly uncorrelated variables by the orthogonal transformation. The 

goal of it is feature dimensionality reduction. These linearly uncorrelated variables are 

called principal components. The first principal component has the biggest variance, and 

the second principal component has the second biggest variance, so on and so forth. Each 

succeeding principal component is orthogonal to the preceding principal components. q-

dimensional subspace is created when q principal components are selected. However, 

principal components with small variances are not selected. Projections of original data on 

those principal components are considered uninformative information. We want to project 

original vector or data on to the q-dimensional subspace. The projections on the q-

dimensional subspace are considered crucial information. An example of principal 

components of two-dimensional is shown in Figure 2.3. 

 

 
Figure 2.3: The principal components of two-dimensional data demonstrated by the blue 

and green lines[21] 
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Eigenfaces are the name of eigenvectors which are also called principal 

components. They are calculated by covariance matrix. Let a training set of face images be 

𝑇1, 𝑇2, 𝑇3, … 𝑇𝑛. The average face is 𝜓 =
1

𝑛
∑ 𝑇𝑖

𝑛
𝑘=1 . The difference between each image 

and the average image is 𝛷𝑖 = 𝑇𝑖 − 𝜓. Let 𝑀 = [𝛷1, 𝛷2, … 𝛷𝑛], then the covariance matrix 

is 𝐹 = 𝑀𝑀𝑇. Consider the covariance matrix is 𝐹′ = 𝑀𝑀𝑇 instead F. The eigenvector 𝑣𝑖 

can be calculated by 𝐹′𝑣𝑖 = 𝜇𝑖𝑣𝑖. 𝜇𝑖 is the eigenvalue. The eigenvector 𝑢𝑖  of 𝐹 is 

                                                     𝑢𝑖  = M𝑣𝑖                                  (2.1) 

We want to reduce the dimension of each face image. If the dimension of each face 

image is 𝑁, now it is reduced to 𝑁′. By selecting the 𝑁′ eigenvectors that have the largest 

associate eigenvalues. The 𝑁′  eigenvectors make the 𝑁′-dimensional subspace. A new 

face image is projected into the 𝑁′ -dimensional subspace, then we can get 𝐸 =

[𝛼1, 𝛼2, … 𝛼𝑁′ ]. Now the new face is represented by the 𝐸  which is used in face 

classification.  

2.4.2 Method based on deep convolutional network 

The history of image recognition using computers has more than fifty years. During 

the 1950s and 1960s, learning machines [22]brings a great achievement in machine 

learning [23]. A basic unit, called perception can converge to a value by finite iterations in 

a training process. However, these learning machines are not enough for complex tasks. 

Researchers attempt to increase the power of perceptions by stacking more layers. In 1986, 

backpropagation is presented. It is a method of training neural networks [24]. In 1989, 

backpropagation is first implemented in deep convolution neural networks (CNN). In 2012, 

AlexNet wins ImageNet Large Scale Visual Recognition Competition (ILSVRC) which is 

an image classification competition. Alex Krizhevsky designs the AlexNet that is CNN 
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[25]. CNN is proved to be very effective in image recognition. Then CNN is widely used 

in different image recognition [26]. A CNN architecture is shown in Figure 2.4. 

 

 

 

Figure 2.4: A CNN architecture that is used by number classification 

 

Input is a digital image that is composed of pixels. If the image is a color image, 

the number of layers is 3 because each pixel has 3 color channels for red, green and blue. 

If the image is a gray one, the number of the layer is 1 as it has a single channel. 

Convolution layer is composed of filters which are also called kernels or neurons. 

Each filter must have the same number of channels with the input image. For example, if 

the input image is a color image, each filter should have 3 channels. Each filter is connected 

a local region of the input image. The local region is called the reception field whose size 

is equivalent to the size of the filter. Each filter convolves each reception filed in the image 

and produces a 2-dimensional activation map if the input is a gray image. In fact, the 

calculation of convolution is dot product between filters and reception fields. An example 

of dot product between an image and a filter is shown in Figure 2.5. Then an activation 

function is implemented on the output of convolution for the reason those non-linear 

properties are added to CNN. Activation functions introduce non-linear transformation to 



 13 

 

make CNN capable to learn complex projects. Without them, a convolution layer is same 

as a linear regression model. Three popular activation functions are used in practice. They 

are rectified linear units (ReLU), sigmoid function and tanh function.  

 

ReLU function:  

                                                   𝑓(𝑥) = max (0, x)                        (2 .2) 

Sigmoid function: 

                                                       𝑓(x) =  
1

1+ 𝑒−𝑥                           (2.3) 

Tanh function:  

                                                      𝑓(x) = tanh (x)                        (2 .4) 

 

 

 

 

Figure 2.5: An example of the dot product between an image and a filter. 
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After the calculation of the convolution and activation function, an original image 

is transformed into new features that form a feature map. The feature map is used as input 

to the next layer on CNN. 

The pooling layer is often inserted in between successive convolution layers. The 

purpose of pooling layers is to reduce the number of parameters and enhance the speed of 

computing. Max-pooling layers and average-pooling layers are usually used on CNN. An 

example of max pooling and average pooling is shown in Figure 2.6. People prefer max-

pooling layer over average-pooling layer because a max-pooling layer overperforms an 

average-pooling layer in pattern recognition [27]. 

  

 
Figure 2.6: An example demonstrating max pooling and average pooling 

 

The flatten layer is used to flatten the output of the final pooling layer or 

convolution layer. The output of the final pooling layer or convolution layer is, in most 

cases, a multi-dimensional array and called feature maps. A flatten layer transforms the 

multi-dimensional array into one-dimensional vector which is inputted to a full-connected 

layer [28][29]. An example of flatten layer is shown in Figure 2.7. The flatten layer in just 

a tool of reshaping data so that the data is compatible with the subsequent layer. Thus, it is 

in front of a full-connected layer. 
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Figure 2.7: An example demonstrating the transformation of flattening 

 

A full-connected layer is also called a dense layer. It takes the output of the previous 

layer and applies weights to predict the correct label. In general, non-linear activation 

function is implemented in the layer. The full-connected layers act as a classifier and assign 

probabilities for the input image in every category or label. 

Most methods of face recognition are based on CNN. By changing architectures, 

convergence and loss function, different neural networks have been created in recent years. 

A method using triplet loss is presented by Florian Schroff el al. The deep convolutional 

network is Inception network. The network is trained according to face similarity. Faces of 

different persons have large distance and faces of the same people has small distances. The 

method first presents triplet loss in face recognition. The triple loss is shown in Figure 2.8. 

The approach has much greater representational efficiency [6]. It only uses a compact 128-

dimensional vector to represent a face. In the triplet loss, an image 𝑥𝑖
𝑎 (anchor) represents 

a specific people. 𝑥𝑖
𝑝
 (positive) represents all the other images with the same people. 𝑥𝑖

𝑛 
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(negative)represents all the other images with different people. There the triple loss 

function is ||𝑥𝑖
𝑎 − 𝑥𝑖

𝑝||2
2 + 𝛼 < ||𝑥𝑖

𝑎 − 𝑥𝑖
𝑛||2

2 , ∀(𝑥𝑖
𝑎 , 𝑥𝑖

𝑝, 𝑥𝑖
𝑛) ∈ T [29] 

𝛼 – a margin that is enforced between positive and negative pairs 

T – the set of all possible triplets 

 

 
Figure 2.8: Triplet loss on anchor, positive and negative faces [30] 

 

Six architectures, NN1, NN2, NN3, NN4, NNS1, and NNS2, are presented by 

Florian Schroff el al. NNS1 has 26M parameters, and NNS2 has 4.3M parameters. They 

are suitable for mobile devices. The method achieves good performance on LFW and YTF. 

However, triplet loss is difficult to be implemented in training neural networks.  

Methods based on neural networks using a softmax cross-entropy loss makes 

training significantly easier and faster [31].  



 17 

 

In Computer Vision and Pattern Recognition (CVPR) 2014, Yi Sun et al. presented 

DeepID (Deep hidden Identity features) for face verification. The DeepID can challenge 

tasks of multi-class face identification. Face features are extracted from the last hidden 

layer neuron activation of a CNN. CNN has four convolution layers, three max-pooling 

layers. After the last convolution layer, there is a layer that represents deep hidden identity 

features (DeepID). The last layer is a classical soft-max layer. Every input layer or image 

is 1 face patch. There are 60 face patches with ten regions, three scales for a face. Therefore, 

60 convolution networks are needed to be trained. Each convolution network produces a 

160-dimensional DeepID vector. The vector is horizontally flipped, then a new vector is 

obtained except that patches around the two mouth corners and two eyes centers. Those 

patches are processed by other methods. Thus, by training a convolution network on one 

patch of a face, a vector and its flipped counterpart are obtained. After 60 patches are 

trained, 120 DeepID vectors are gotten. Every vector has 160 dimensions. Those vectors 

make up a total DeepID vector that is composed of 19,200 values. The total DeepID does 

not use only a detected face, it uses different parts or patches of a face with three scales, 

then synthesizes all features extracted from those patches. In 2005, they presented two very 

deep neural networks for face recognition which are based on VGG and GoogleNet [32]. 

Accuracies are similar to the DeepID.  The architecture of convolutional network for 

learning DeepID is shown in Figure 2.9. Ten face regions of medium scales used in DeepID 

are shown in Figure 2.10. 
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Figure 2.9: The architecture of convolutional network for learning DeepID [33] 

 

 

 

 

Figure 2.10: Ten face regions of medium scales [33] 

 

2.4.3 Method based on deep residual network (ResNet) 

Kaiming He et al. presented a deep residual network that won first place in ILSVRC 

(ImageNet Large Scale Visual Recognition Competition) and COCO (Common Objects in 

Context) 2015 competition in all five main tracks. ResNet can largely overcome 

degradation in deep learning and Ease training in neural networks [34]. It has big potential 

in face recognition and overperforms traditional CNN [35]. A segment of the ResNet 

architecture for face recognition presented by Kaiming He is shown in Fig. 11. Block is an 

important feature in ResNet. It is implemented by “shortcut”. Let an input value is x. The 
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desired mapping is h(x). If let nonlinear layers fit a mapping of f(x) = h(x) − 𝑥, then the 

mapping becomes x +  f(x). The new mapping x +  f(x) is realized by “shortcut”. The 

demonstration of one block in ResNet is shown in Figure 2.12. 

 

 

 

Figure 2.11: A segment of architectures for a ResNet (ImageNet) [34] 
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Figure 2.12: Explanation of a block in a ResNet[34] 

 

2.5 Face classification 

After feature extraction, face embedding is obtained. There are several classifiers 

that can be implemented in face classification. In the thesis, three classifiers, k-nearest 

neighbors’ classifier (kNN), Support-vector machine classifier (SVM) and softmax 

classifier, are introduced. The three classifiers are supervised learning techniques. 

kNN is a model that classifies a data point based on the k nearest neighbors around 

the data point. In 1951, Fix and Hodges presented a non-parametric method for 

classification in an unpublished US Air Force School of Aviation Medicine report. The 

method has been known as kNN. How kNN works is shown in Figure 2.13. It assumes that 

similar data points exist in proximity. It is similar to the proverb that birds of a feather flock 

together. For example, five neighbors are considered when k is equal to 5. Those neighbors 

are closest to the data point. Then the five neighbors or data points vote for the data point. 

The data point is classified by a majority vote of its neighbors. Neighbors are defined 
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according to the distance between two data points. Three distance functions are often used 

for calculation of distance. Let a point 𝑋 = (𝑥1, 𝑥2 , … 𝑥𝑛 ) and Y = (𝑦1, 𝑦2 , … 𝑦𝑛 ). 

Manhattan distance: 

                                                    𝑑(𝑋, 𝑌) = ∑ |𝑥𝑖 − 𝑦𝑖
𝑛
𝑖=1 |                                            (2.5) 

Euclidean distance:  

                                        𝑑(𝑋, 𝑌) = √∑ (𝑥𝑖 − 𝑦𝑖)2𝑛
𝑖=1

2
                          (2.6) 

Makowski distance: 

                                        𝑑(𝑋, 𝑌) = (∑ |𝑥𝑖 − 𝑦𝑖|𝑝𝑛
𝑖=1 )

1
𝑝⁄                       (2.7) 

 

 
Figure 2.13: How data point is classified using kNN algorithm 

 

The algorithm is easy to implement. It is effective when training data is large. It is 

robust to noisy data. However, it is needed to define the value of k which is the number of 

nearest neighbors. It needs to compute the distance of every data point in the training 

dataset to the data point which is classified [36]. 

SVM creates boundaries to divide data points in a training dataset into groups based 

on their labels [37]. SVM separates the training data into different categories by locating a 
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decision function. The decision function is selected according to its distance to the nearest 

data point in each category. It maximizes its distance to the nearest data point in each 

category. When no decision function can linearly divide the training dataset, a kernel 

transformation function is needed to project the training dataset on different dimensional 

spaces in order that the dataset can be linearly classified using a decision function. A slack 

error variable is used to create a decision function in case the dataset cannot be fully 

separated by kernel transformation [38]. How an SVM works is shown in Figure 2.14. 

 

 
Figure 2.14: A support vector machine decision function (solid line) and 3 support 

vectors[38] 

 

Softmax classifier is the generalization of binary logistic regression classifier. It is 

often used in multiple classifications and uses cross-entropy loss function [39]. If you 

classify a data point, it gives you probabilities for every class label. Let a mapping function 

is f(𝑥) = W𝑥. A data point in a dataset is represented by 𝑥. It is input. W is a weight matrix. 
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The function f(𝑥) is used to map a data point to its label. In general, the mapping function 

should be is f(𝑥) = W𝑥 + 𝑏, where b is the bias vector. However, in the thesis, f(𝑥) = W𝑥 

is used to simplify the deduction.  

                                                   𝑧 =  f(𝑥) = W𝑥                             (2.8) 

Activation function: 

                                                           𝑡𝑖 = 𝑒𝑧𝑖                               (2.9) 

The element at i-th position of the ground-truth vector 

 

                                                         𝑦�̂� =
𝑡𝑖

∑ 𝑡𝑖
𝑛
𝑖=1

                                     (2.10) 

cross-entropy loss function: 

                                                H(y, �̂�) =  − ∑ 𝑦𝑖log𝑦�̂�
𝑛
𝑖=1                                    (2.11) 

𝑧 — the output vector of a mapping function 

i — the i-th position, the maximum value is the number of categories 

y — the ground-truth vector 

𝑦𝑖 — the element at i-th position of the ground-truth vector 

�̂� — the predicted probability vector 

𝑦�̂� – the element at i-th position of the predicted probability vector 
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Figure 2.15: Multi-class classification using softmax classifier [40] 

 

The softmax classifier is trained to minimize the loss function. When a data point 

is inputted to the classifier, we can obtain probabilities for each class. Multi-class 

classification using softmax classifier is shown in Figure 2.15. 
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CHAPTER III: 

SYSTEM SETUP 

The system contains hardware and software. The hardware consists of Raspberry 

Pi, camera module, wireless adapter, touch screen, distance sensor, and motion sensor. 

Raspberry Pi provides computing, like a mini-computer. The camera module collects 

images and videos. The wireless adapter helps the Raspberry Pi to connect Internet without 

a physical connection. The touch screen makes the system more portable. The distance 

sensor is used to measure the distance between an object and the Raspberry Pi. The motion 

sensor detects whether an object is in motion state. Those two sensors make the system 

have more functions. Whether face recognition is executed depending on distance and 

motion. Software is installed in Raspberry Pi through the interface of command line. The 

software consists of TensorFlow, Keras, and scikit-learn, OpenCV, Dlib, NumPy, and 

imutils. 

3.1 Hardware 

Raspberry Pi 3 Model B+, distance sensor, motion sensor, camera module, Wireless 

adapter, touch screen, HDMI cable, Ethernet cable, MicroSD card, and power adapter are 

used in the project. Raspberry Pi 3 Model B+ uses a Linux operating system and provides 

computing to the project. Camera module offers to capture real-time video. The wireless 

adapter is used to connect Raspberry Pi to the wireless network. 
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3.1.1 Raspberry Pi 3 Model B+ 

 
Figure 3.1: A Raspberry Pi 3 Model B+ 

 

Raspberry Pi 3 Model B+ shown in Figure 3.1 has 1.4GHz 64-bit quad-core ARM 

Cortex processor, CSI camera port for connecting a Raspberry Pi camera and Micro SD 

port for loading the operating system and storing data. A Raspberry Pi is shown in Fig.16. 

It supports dual-band 802.11ac wireless LAN, Bluetooth 4.2/BLE, 3×faster Ethernet, and 

Power-over-Ethernet support (with separate PoE HAT). It also provides remote access 

[47]. 

Specification of Raspberry Pi 3 Model B+ is as follows: 

• 2.4GHz and 5GHz IEEE 802.11.b/g/n/ac wireless LAN, Bluetooth 4.2, BLE 

• Broadcom BCM2837B0, Cortex-A53 (ARMv8) 64-bit SoC @ 1.4GHz 

• Gigabit Ethernet over USB 2.0 (maximum throughput of 300 Mbps) 

• Full-size HDMI 

• Power-over-Ethernet (PoE) support (requires separate PoE HAT) 

• Micro SD port for loading your operating system and storing data 

• DSI display port for connecting a Raspberry Pi touchscreen display 

• 4-pole stereo output and composite video port 
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• CSI camera port for connecting a Raspberry Pi camera 

• 4 USB 2.0 ports 

• 5V/2.5A DC power input 

• The extended 40-pin GPIO header 

3.1.2 Camera Module and Wireless adapter 

Camera module supports Raspberry Pi Model A or B, B+, Raspberry Pi 3 and 

Raspberry Pi 3 Model B+. The angle of View is 54×41 degrees. Max frame rate is 30 

frames per second. The maximum video resolution is 1080p and still picture resolution is 

2592×1944. It has an Omnivision OV5647 sensor in a fixed-focus lens and an infrared cut-

off filter. The Pi camera is connected with Raspberry Pi by a CSI port. A cameral model is 

shown in Figure 3.2. 

 
Figure 3.2: Camera module  

 

A wireless adapter is a hardware device that is attached to a computer or other 

device to make it connect to a wireless network. It is shown in Figure 3.3. In the project, 

the wireless adapter is plugged into one of the USB ports on a Raspberry Pi to access the 

wireless network. 
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Figure 3.3: Wireless adapter 

 

3.1.3 Ultrasonic Distance Sensor 

A distance sensor has four GPIO (general-purpose input/output) pins which are 

connected to GPIO pins of Raspberry Pi. The four pins are VCC (input power, 5V), TRIG 

(trigger input), ECHO (echo output) and GND (ground). There are 40 GPIO pins in a 

Raspberry Pi which is called GPIO header. VCC and TRIG are directly connected to Pin 2 

and Pin 12 of the GPIO header respectively. A signal from the distance sensor should be 

converted from 5V to 3.3V. Therefore, two resistors are needed. The ECHO is connected 

to one end of a 680 Ω resistor, then the other end of the resistor is connected to Pin 18 by 

a jumper wire, at the same time, connected to one end of a 1000 Ω resistor. The other end 

of the 1000 Ω resistor is connected to the GND. Then the GND is connected to Pin 39. The 

connection between the distance sensor and the Raspberry Pi of our system is shown in 

Figure 3.4. 
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Table 3.1: Specification of a distance sensor 

model HC-SR04 

working voltage 5V DC 

resolution 0.3 cm 

frequency 40 kHz 

range 2cm – 300cm 

dimension 45 mm ×20 mm ×15mm 

Table 3.1 shows the specification of a distance sensor. Distance calculation is by 

signal emission. The function of calculating distance is given as the follows, 

                                           speed =  
𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒

𝑡𝑖𝑚𝑒 2⁄
                                                      (3.1) 

where speed is 343 m/s and time is an interval for the signal from emission to 

reception. 

 

 

 

Figure 3.4: Connection of a distance sensor and Raspberry Pi 



 30 

 

3.1.4 Motion Sensor 

The motion sensor, in the thesis, is a PIR (passive infrared) motion sensor that can 

detect movement of objects. Objects emit heat in the form of infrared rays. The level of 

infrared ray changes when an object is in motion. The sensor can detect changes of infrared 

radiation from objects and then detect movement. It does not provide information about 

who or what is in movement. The specification of the motion sensor is shown in Table 3.2. 

The sensor has three pins which are VCC (input power), OUT (output) and GND 

(ground).The connection between the motion sensor and the Raspberry Pi of our system is 

shown in Figure 3.5. 

 

Table 3.2: Specification of a motion sensor 

model HC-SR501 

working voltage 4.5 – 20V DC 

delay time 0.3 – 200s 

board dimension 32 mm × 24 mm  

 

 
Figure 3.5: Connection of a motion sensor and Raspberry Pi 
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3.2 Hardware Setup 

As a single-board computer, Raspberry Pi needs to be installed an operating system 

and libraries. Raspbian is installed in the system. It is an official supported operating 

system for all models of the Raspberry Pi. We use Python 3.5.6 as our programming 

language. Steps of setup are as follows, 

Step 1. Insert an SD card into the Raspberry Pi, then install Raspbian. Downloaded 

Raspbian from the website, https://www.raspberrypi.org/downloads/. 

Step 2. Create a Python virtual environment and install NumPy, imutilsTensorFlow 

and Keras. 

Step 3. Download OpenCV and opencv_contrib libraries, install these libraries in 

the Raspberry Pi. 

Step 4. Install the library dlib. A facial landmark detector is used in the system. 

Step 5. Open the Raspberry Pi configuration and make that the camera is enabled. 

Test the cameral module by the command line raspistill -o Desktop/image.jpg. 

Step 6. Install RPi.GPIO library to read and write pins on the GPIO header.  

 

3.3 Software  

3.3.1 libraries for deep learning and machine learning 

 The libraries of TensorFlow, Keras, and scikit-learn are used to construct neural 

networks and classification models.  

TensorFlow is a powerful framework for machine learning and deep learning. It 

was released by the Google Brain on November 9, 2015, with the Apache 2.0 open source 

license. People can free use, change and distribute modifications. The framework supports 

C++, Python and et al. In the system, we use Python. TensorFlow supports GPUs and 

CPUs. It, as the name indicates, manipulates tensors. A tensor is a vector and matrix which 

https://www.raspberrypi.org/downloads/
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has n-dimensions. TensorFlow codes contain two parts. The first part is building graph that 

represents the data flow of computations. The other part is executing a session that runs the 

graph. TensorFlow is a low-level mathematical framework. But Keras is a high-level 

framework with encapsulation. The simplicity of Keras comes from many intuitive 

functions [41]. It is built on top of TensorFlow, in other words, TensorFlow offers the 

backend for it. Compared TensorFlow, it is a high-level library. When people install Keras, 

TensorFlow is needed to be installed at first. In the thesis, we use Keras to construct neural 

networks because of friendly implementation and fast prototyping, easy extensibility and 

work with Python. 

Scikit-learn is a simple and efficient tool for machine learning. It is built on NumPy, 

SciPy, and matplotlib. Additionally, it is an open-source Python library that contains many 

algorithms implemented in classification, clustering, regression, dimensionality reduction, 

model selection and preprocessing. The library was publicly released in February 2010.  

3.3.2 OpenCV and Dlib 

OpenCV (Open Source Computer Vision Library) is an open-source library that 

provides more than 2500 algorithms in the field of computer vision. It owns Python, C++, 

MatLab and Java interfaces. We use a pre-trained Haar-Cascade algorithm from OpenCV 

for face detection and a VideoCaputre object for reading frames of videos. 

Dlib is a C++ toolkit that contains many machine learning algorithms to solve 

problems in a lot of domains containing robotics, mobile phones, embedded devices, etc. 

It is also free of charge because of its open source license. In the thesis, a pre-trained 

landmark’s facial detector model is implemented for face alignment. 

2.3.3 NumPy and imutils 

NumPy is a fundamental package in Python. Functions of it include computation 

of multi-dimensional array and matrices, complex linear algebra, Fourier transformation 
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and so on. In the thesis, it used to represent images and process frames. For example, a 

gray image is represented by a 2-dimensional array.  

Imutils is a library containing a set of efficient functions. These functions are 

related to image processing, for instance, rotation, affine transformation, resizing, 

translation, edge detection and so on. We synthesize those functions to achieve face 

alignment.  
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CHAPTER IV: 

METHODS 

In order to meet the function of face recognition of the system, we need a model 

for facial face extraction and another model for face classification. The work contains 

dataset selection and collection, image preprocessing, ResNet Design, ResNet training, and 

classification models training. The workflow of face recognition is shown in Figure 4.1. 

First, we select LFW dataset to train our ResNet model of feature extraction. Second, we 

optimize the model by changing the number of layers and dimension of the embedding 

layer. After we obtain the model, the last layer – dense layer is removed. Thus, when a face 

image is inputted to the model, the output is a 256-dimensional face embedding instead of 

a face label. A model is just a tool for dimension reduction. The function is similar to PCA. 

When we want to classify or identify a face, the tool is used for feature extraction. Then 

another dataset – Chokepoint is used for face classification. By the ResNet model, every 

data is converted to a face embedding. These face embeddings are input of a kNN model 

and softmax classification model. By training the two models, a predicted name is given 

after a face image is inputted to each of these two models. The function of face recognition 

makes the system know who is in the vehicle or not.  
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Figure 4.1: The workflow of face recognition  
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4.1 Dataset selection and collection 

Three datasets are used in the thesis. They are the LFW dataset, Chokepoint dataset, 

and Delta dataset, respectively. The reasons why these three datasets are selected and 

collected are based on the specific function of the system. The LFW dataset is downloaded 

from the website of University of Massachusetts. It is used for training ResNet models 

which are tools of feature extraction. The Chokepoint dataset is used for face classification 

on images that simulate a real scene. The third dataset – Delta dataset is implemented for 

face classification on real-time videos. It also simulates a real scene. People entering a door 

is like people getting on a bus. Capturing videos and classifying faces are executed at the 

same time. The Delta dataset is created by us in a lab. Therefore, these three datasets have 

different uses.  

4.1.1 Analysis of LFW dataset 

Presently, no standard dataset has been built for training models of facial feature 

extraction. When we want to train a model, the selection of a reasonable dataset is the first 

thing we need to do. Reasonability means the dataset is suitable for your specific case. If 

your device or system has a very powerful ability of computation, more complex models 

or more data means higher accuracy. Our system uses the Raspberry Pi to real-time process 

video. Based on the fact, a very complex model may largely decrease processing speed or 

lead to crash. A large dataset, for example, several million images, is needed to complex 

models that may stack dozens of layers. Thus, a large dataset is not so practical.  

In recent years, researchers have presented dozens of models. These models are 

trained on very large datasets. Table 4.1 shows the training datasets used for facial feature 

extraction. Each of datasets has from several million to dozens of million images. Several 

days are needed to train a model.  Most of these models have big size, about 30 layers or 
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more, with millions of parameters. They are used to implement face recognition in LFW 

dataset. The LFW has 13233 images and 1680 people with two or more images [42]. The 

system, in the thesis, is used to monitor people on a school bus. In most cases, the number 

of people is usually not beyond 50 on a school bus. We do not need recognize so many 

people. Therefore, it is not needed to design models with many layers. These complex 

models may not adaptable to Raspberry Pi or some other mobile devices. Similarly, due to 

relatively simple models designed in the thesis, we do not need large datasets that have 

several millions of images. Additionally, the system, in the thesis, is used to monitor people 

on a school bus. In most cases, the number of people is usually not beyond 50 on a school 

bus. Therefore, we use LFW as the dataset for training models of ResNet. 

 

Table 4.1: Training dataset in face feature extraction 

Name  Model Number of 

images 

Number 

of people 

Availability 

CASIA-

WebFace 

SphereFace [43] 494,414 10,575 Public 

Social Face 

Classification 

(SFC) dataset 

DeepFace [44] 4.4 million [44] 4,030 Private (Facebook 

internal dataset) 

VGGFace2 VGGFace [45] 3.3 million[46] 9,131 Public 

Google dataset FaceNet [6] 260 million [47] 8 million Private 

CelebFaces+ DeepID3 0.2 million 10,177 Public 

Baidu dataset CNN-9 1.2 million [48] 18,000 Private 
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The goal of the system is to monitor people when they get on or off a vehicle. After 

training the LFW, a model is gotten. The model can transform a face image into a face 

embedding. When the system real-time recognizes people, we need to store face 

embedding of those people in the system beforehand. 

4.1.2 Analysis of Chokepoint dataset 

 To test our ResNet model, we need another dataset that can imitate people get on 

or off the vehicle. ChokePoint Dataset [49] is used in the thesis. It is a video dataset 

designed for experiments in people's identification in a real-world environment. There are 

three cameras that are placed in portals.  One of the three cameras is possible to capture 

near-frontal face. When people are walking through a portal, his or her face is captured. 

Light, pose and sharpness may change in videos. Misalignment also exits in videos. There 

are two parts to the dataset. One part consists of 25 people (6 females and 19 males). 

Another part consists of 29 people (6 females and 23 males). In these videos, the frame rate 

is 30 fps and resolution is 800 ×600 pixels. One person appearing in a frame is shown in 

Figure 4.2. Multiple people appearing in a frame is shown in Figure 4.3. 

Reasons [50] of selecting ChokePoint Dataset 

• It consists of both one face in a frame and multiple faces in a frame. 

• The number of people in the dataset is like the number of people on a school bus. 

• People are walking through a portal is like that people enter a school bus. 

• Variations of pose, sharpness, illumination are like real-world surveillance 

conditions. 
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Figure 4.2: One people in a frame 

 

 
Figure 4.3: Multiple people in a frame 

4.1.3 Collection of Delta dataset 

The role of the system is real-time monitoring people getting on or off vehicles. To 

simulate the real scene, we collect 120 images of 4 people. Every people have 30 images 

in which faces are at different angles. Therefore, the system can real-time recognize the 4 

people when their faces are captured by Pi camera. All images of a specific person are 

stored in a folder named his or her name. The number of folders is equal to the number of 

people in the dataset. The storage of images is shown in Figure 4.4. 
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Figure 4.4: The storage format of images used in real-time face recognition 

 

4.2 Image Preprocessing 

In the thesis, image preprocessing contains color to grayscale conversion, face 

cropping, and affine transformation.  

Color to grayscale conversion is implemented by a function in OpenCV. The 

function is gray = cv2.cvtColor(image, cv2.COLOR_BGR2GRAY). Images or videos 

captured by cameras are color images. Each pixel in an image is described by three 

parameters. The three parameters represent the intensity of red, green and blue, 

respectively. Each parameter is an integer which is between 0 and 255. However, each 

pixel in a gray image is defined by a single parameter that describes the intensity of 

luminance or an amount of light. The parameter ranges from 0 to 255. 0 represents black 

at the weakest intensity and 255 represents white at the strongest intensity. Convert color 

images to gray images because the following reasons: 

(a) Compared to color images, each pixel of a gray image just has one parameter, 

so a gray image has fewer dimensions. Gray images need less amount of computing and 

reduce the complexity of a model [51]. 
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(b) Color information does not help to detect edges [20]. The gradient of the 

intensity of luminance is significant to edge or pattern detection which is effective 

information to distinguish objects. Converting color images to gray images reserves 

gradient of the intensity of luminance and avoid color information. 

Face cropping is that facial regions are cropped from images and resized to a fixed 

size as the input of the next stage. Information on background, hair, bodies are not 

necessary for face recognition and not considered. Faces are only effective areas for 

recognition. These facial regions are detected by Haar feature-based cascade detector from 

OpenCV. The function is objects = cv2.CascadeClassifier(image). An example of face 

cropping is shown in Figure 4.5. 

 

 
Figure 4.5: An example of face cropping in preprocessing images 

 

Affine transformation is to align face. Steps of face alignment are as follows, 

• Download the 68-facial landmark predictor from Dlib. 

• Get coordinates of 6 points on the left eye and coordinates of 6 points on the right 

eye. The coordinates of 6 points on the left eye are (𝑥1, 𝑦1), (𝑥2, 𝑦2), (𝑥3, 𝑦3), 

(𝑥4, 𝑦4), (𝑥5, 𝑦5) , (𝑥6, 𝑦6). The coordinates of 6 points on the right eye are 

(𝑥7, 𝑦7), (𝑥8, 𝑦8), (𝑥9, 𝑦9), (𝑥10, 𝑦10), (𝑥11, 𝑦11), (𝑥12, 𝑦12). 
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• Compute the center of each eye. 

      (𝑥𝑙 , 𝑦𝑙) = (
𝑥1+𝑥2+𝑥3+𝑥4+𝑥5+𝑥6

6
,

𝑦1+𝑦2+𝑦3+𝑦4+𝑦5+𝑦6

6
)                                (4.1) 

      (𝑥𝑟 , 𝑦𝑟) = (
𝑥7+𝑥8+𝑥9+𝑥10+𝑥11+𝑥12

6
,

𝑦7+𝑦8+𝑦9+𝑦10+𝑦11+𝑦12

6
)                  (4.2) 

 

• Compute the angle between the two centers and the distance between the left eye 

and the right eye. 

                       α = arctan (
𝑑𝑦

𝑑𝑥
) = arctan (

 𝑦𝑟− 𝑦𝑙

𝑥𝑟− 𝑥𝑙
)                            (4.3) 

                      d =  √(𝑥𝑟 −  𝑥𝑙)2 + ( 𝑦𝑟 −  𝑦𝑙)22
                               (4.4) 

• Calculate the location of the desired right eye based on the desired left eye location 

and the desired face width. These two arguments are given in default. The desired 

left eye location is not x-coordinate or y-coordinate but is a ratio. In the thesis, the 

setting value of it is (0.35, 0.35). It means the desired left eye is at 0.35 if the desired 

face width is 1.00. The setting value of the desired face width is 256. Thus, the 

location of the desired right eye is (0.65,0.65). The distance between the desired 

right eye and the desired left eye is as the following, 

 

𝑑𝑑𝑒𝑠𝑖𝑟𝑒 = 256 × (0.65 − 0.35) = 76.80 

 

• Calculate the scale for converting an original face width to the desired face width.  

                                      s =
𝑑𝑑𝑒𝑠𝑖𝑟𝑒

𝑑
                                            (4.5) 

• Computing the center of the two eyes in the original face 

                                  c = (
𝑥𝑟+𝑥𝑙

2
,

𝑦𝑟+𝑦𝑙

2
)                                        (4.6) 

• Rotate the original face to make the connection line between the two eyes 

horizontal, then scale the face by using a function in OpenCV. The function is 

 m = cv2.getRotationMatrix2D (c, α, s ), m is the aligned face. 
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4.3 ResNet models of feature extraction 

4.3.1 ResNet Design Process 

The Design of ResNet contains what layers and how many layers are selected for a 

network. When an image is inputted to a network, in most cases, the first layer that it is fed 

to is the padding layer. The padding layer can make the design of a network easier because 

it can preserve the height and width of the input. In other words, it controls the shrinkage 

of dimension after using filters that are larger than 1×1. It also conserves information on 

the boundary. It is known that a convolution layer is used to extract edge pattern. Batch 

normalization is adopted in the architecture of ResNet for reasons that it induces more 

stable and faster training. Max-pooling layer is done to reduce dimension of data and 

mitigate over-fitting. In the thesis, an embedding also named bottleneck layer, is used to 

obtain a representation of an image by reducing nonlinear dimensionality. Embedding is 

inputted to a classification model instead of face images to achieve face recognition. Then 

a softmax classifier categorizes face images. The size of input image is 224 × 224 ×1 

(height × width × channel) since gray image owns one channel. Our face recognition 

ResNet model contains the above layers.  

The number of convolution layers of a ResNet, in general, from several to more 

than one hundred. A block is composed of several sequent convolution layers. In most 

cases, two or three layers compose a block. In the thesis, a block consists of two 

convolution layers. We compared performance of ResNet with two blocks, three blocks 

and four blocks, and select the ResNet with three blocks. The performance of the ResNet 

with different blocks is shown in Figure 4.6. 

 



 44 

 

 

 

Figure 4.6: The accuracy of ResNet with different number of blocks 

 

The ResNet with three blocks have a total 7 convolution layers, a flatten layer, a 

normalization layer, a full-connected layer. Full-connected layers are also called dense 

layers. The size of each input image is 224 × 224 pixels.  

The dimension of a face embedding is also a significant consideration for ResNet. 

When we use 512-dimensional embedding and 256-dimensional embedding, the test 

accuracy is 71.50% and 72.06%, respectively. The 256-dimensional embedding is selected 

because it has less computation cost.  

We trained the model using a subset of LFW. Each person has 7 or more images in 

the subset. Every people with less than 7 images in LFW is not trained. With increasing 

the number of images of each person, the accuracy of prediction increases very little when 

the number is bigger than 7. The prediction accuracy with different numbers of images for 

a person is shown in Figure 4.7. We use Adam optimizer with learning rate 0.001 and cross-

entropy loss [31]. Kernel's initializer is set as “He normal”.  
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Figure 4.7: Testing accuracy with different number of images for one person 

 

4.3.2 ResNet architecture 

The architecture of the model is summarized by using the Kera function 

model.summary(). It includes the type, output dimensionality and the number of 

parameters of each layer which help people to design the size of filter, stride, size of the 

max-pooling windows and needed computational memory. Table 4.2 is shown the 

architecture of the ResNet model which is used as a tool for extracting facial features from 

images. The visualization of the architecture is shown in Figure 4.8.  
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Table 4.2: A summary representation of ResNet model 

________________________________________________________________________  

Layer (type)                                 Output Shape         Param #                         

=============================================================== 

input_1 (InputLayer)                       (None, 224, 224, 1)      0   

________________________________________________________________________ 

zero_padding2d_1 (ZeroPadding2D)           (None, 230, 230, 1)      0  

________________________________________________________________________ 

conv2d_1 (Conv2D)                          (None, 112, 112, 32)     1600  

________________________________________________________________________ 

batch_normalization_1 (BatchNormalization) (None, 112, 112, 32)     128    

________________________________________________________________________ 

max_pooling2d_1 (MaxPooling2D)             (None, 56, 56, 32)       0    

________________________________________________________________________ 

conv2d_2 (Conv2D)                          (None, 56, 56, 32)       9248 

________________________________________________________________________ 

batch_normalization_2 (BatchNormalization) (None, 56, 56, 32)       128    

________________________________________________________________________ 

conv2d_3 (Conv2D)                          (None, 56, 56, 32)       9248   

________________________________________________________________________ 

batch_normalization_3 (BatchNormalization) (None, 56, 56, 32)       128    

________________________________________________________________________ 

add_1 (Add)                                (None, 56, 56, 32)       0  

________________________________________________________________________ 

conv2d_4 (Conv2D)                          (None, 28, 28, 64)      18496 

________________________________________________________________________ 

batch_normalization_4 (BatchNormalization) (None, 28, 28, 64)      256 

________________________________________________________________________ 

conv2d_5 (Conv2D)                          (None, 28, 28, 64)      36928  

________________________________________________________________________ 

conv2d_6 (Conv2D)                          (None, 28, 28, 64)      18496   

________________________________________________________________________ 

batch_normalization_5 (BatchNormalization) (None, 28, 28, 64)      256    

________________________________________________________________________ 

batch_normalization_6 (BatchNormalization) (None, 28, 28, 64)      256     

________________________________________________________________________ 

add_2 (Add)                                (None, 28, 28, 64)      0       

________________________________________________________________________ 

conv2d_7 (Conv2D)                          (None, 14, 14, 128)     73856   

________________________________________________________________________ 

batch_normalization_7 (BatchNormalization) (None, 14, 14, 128)     512     

________________________________________________________________________ 

Layer (type)                                 Output Shape         Param #                         

=============================================================== 
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conv2d_8 (Conv2D)                          (None, 14, 14, 128)     147584  

________________________________________________________________________ 

conv2d_9 (Conv2D)                          (None, 14, 14, 128)     73856   

________________________________________________________________________ 

batch_normalization_8 (BatchNormalization) (None, 14, 14, 128)     512   

________________________________________________________________________ 

batch_normalization_9 (BatchNormalization) (None, 14, 14, 128)     512    

________________________________________________________________________ 

add_3 (Add)                                (None, 14, 14, 128)     0       

________________________________________________________________________ 

max_pooling2d_2 (MaxPooling2D)             (None, 2, 2, 128)       0       

________________________________________________________________________ 

flatten_1 (Flatten)                        (None, 512)             0       

________________________________________________________________________ 

Bottleneck (Dense)                         (None, 256)             131328  

________________________________________________________________________ 

embedding (Lambda)                         (None, 256)             0       

________________________________________________________________________ 

dense_1 (Dense)                            (None, 217)             55769     

=============================================================== 

Total params: 579,097 

Trainable params: 577,753 

Non-trainable params: 1,344 

________________________________________________________________________ 
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4.3.3 ResNet training process 

The dataset is LFW in which only people with 7 or more face images are selected. 

We divide the dataset into two parts – the training dataset and the testing dataset. We use 

a function to split the whole dataset because different people have different numbers of 

images. One person means one class here. The function is shown as the following,  

                                            𝑑𝑡𝑟𝑎𝑖𝑛 = [ 𝑛 × (1 −  𝛼)]                                    (4.7) 

                                                 𝑑𝑡𝑒𝑠𝑡 = 𝑛 − 𝑑𝑡𝑟𝑎𝑖𝑛                                       (4.8) 

 

𝑑𝑡𝑟𝑎𝑖𝑛 – the number of training images of a people 

𝑑𝑡𝑒𝑠𝑡 – the number of testing images of a people 

n – the number of images of a people 

𝛼 – the split ratio 

In the thesis, the split ratio is 0.05. For instance, the number of training images of 

a people is 9 and the number of testing is 1, assuming the number of all images of the 

people is 10. The dataset used to train the ResNet model has a total of 4822 images 

belonging to 217 classes. The training dataset contains 4482 images and the testing dataset 

has 340 images. 

This loss function is categorical cross-entropy also named softmax loss. It uses both 

softmax activation and a cross-entropy loss. The function is shown in the introduction of 

the thesis.  

Mini-batch SGD (Stochastic gradient descent) is the gradient descent algorithm 

implemented to minimize loss function and update the weights of the ResNet. It is a trade-

off between SGD and batch SGD. We need to set the two parameters – epoch and batch 

size for mini-batch SGD. The epoch is set as 160 which means the training dataset is passed 

forward and backward through the ResNet model 160 times. The batch size is 32. The API 
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ImageDataGenerator generates batches of tensor image data to feed the ResNet model. 

Batch size is the number of training images in a batch. The training dataset is divided into 

batches because the entire dataset cannot be passed to the ResNet at one with the limitation 

of CPU or GPU memory. There are 141 batches for one epoch in training ResNet. It means 

there are 141 iterations in one epoch. This history of training and testing accuracy and loss 

of the ResNet model are shown in the Figure 4.9 and Figure 4.10. 

 

 

 

Figure 4.9: Accuracy of the ResNet with 3 blocks 
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Figure 4.10: Loss of the ResNet with 3 blocks. 

 

From Fig. 28 and Fig. 29, we can see that the accuracy in testing dataset fluctuates 

around 80%. The model is not so stable. One reason is that the depth of the ResNet is 

relatively low, only having 7 convolution layers which are used for feature extraction. 

Another reason is that the number of classes is relatively big. It is equal to the number of 

people. We have 217 classes. Therefore, it is more complex than some other classification, 

for example, facial expression recognition which has 7 classes. In fact, we only used the 

ResNet as a tool for facial feature extraction. By the ResNet, we can transform one image 

into a vector with 256-dimension – embedding shown in Figure 4.11. In other words, when 

we want to classify face images, we can use the tool to reduce dimension and extract key 

features. Then we can implement traditional machine learning techniques such as kNN 

algorithm to classify face images.  
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Figure 4.11: A face embedding transformed by the ResNet Model 

 

4.4 Face Classification on Still Images 

In this part, part one of Chokepoint dataset is used for face classification. The 

dataset is a video. The video is recorded when people are walking through a portal one by 

one. It is similar to the scene of people getting on or off a vehicle. However, frames are 

randomly extracted to train and test models. These frames are still images. There are 25 

people in it. 25 people represent 25 classes. 12 frames or images are extracted for people. 

8 images are used to train models and 4 images are used to test models. Thus, there are 

total 300 images containing 200 training images and 100 testing images.   

Then we convert all faces in these frames to face embedding by the pre-trained 

ResNet model. Two algorithms are implemented for face classification. They are kNN and 

softmax classifier.  

 

4.4.1 kNN for classification 

The most important parameters of a kNN model are the number of neighbors and 

the metric of distance. The number of neighbors is 5 and the metric of distance is the 

standard Euclidean metric. We use an object – sklean.neighbors,KNeighborsRegressor 

from the library scikit-learn to implement the kNN model. The average accuracy is 93% in 

the testing dataset. 
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4.4.2 softmax classifier for classification 

The softmax classifier is a soft classification. When a face embedding is predicted 

by a softmax classifier, it yields a probability estimate for each class label. The prediction 

label is the label with maximum probability. The softmax classifier is usually used as the 

last layer of CNN. It is implemented by a dense layer from the library Keras. The loss 

function is categorical cross-entropy. The summary of our softmax classifier is shown in 

Table 4.3. We train the model with 2000 epochs. The accuracy and loss increase very 

slowly when the number of epochs arrives at 750. The accuracy of the testing dataset 

reaches 87%. It is lower than kNN model. 

 

Table 4.3: A summary representation of the softmax classifier 

________________________________________________________________ 

Layer (type)                 Output Shape              Param #    

========================================================== 

dense_1 (Dense)              (None, 25)                6425       

========================================================== 

Total params: 6,425 

Trainable params: 6,425 

Non-trainable params: 0 

_________________________________________________________________ 

 

4.5 Face Classification on Real-Time Videos 

The Delta dataset is used to train a classification model – kNN. The dataset contains 

4 people. Those 4 are labeled as 01, 02, 03 and 04. Then the trained model can classify 

people when they appear in Pi camera. The distance sensor controls or decides whether 

face recognition is initialized in the system. When we open the system, the distance sensor 

continuously detects the distance between the camera and an object. In the system, we set 

a threshold of distance is equal to 100 cm. When an object is approaching the camera, face 

recognition is only executed if the distance between the object and the camera is equal to 

or less than 100 cm. The reason for using the distance sensor is to reduce the working time 
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of the system and save energy. The motion sensor is to detect whether an object moves. In 

the system, that whether face recognition can be executed depends on whether the people 

are moving. 

The system can detect strangers when anyone except for those 4 people appears in 

the Pi camera. The function is met by setting a threshold. In the system, the threshold is set 

as 0.4. If the distance between a face embedding of a people and its nearest face embedding 

is less than 0.4, the people are labeled as an “unknown” person. An “unknown” person 

detected by the system is shown in the Figure 4.12. 

 

 

Figure 4.12. An “unknown” person detected by the system 

 

Three experiments are operated for measuring applicable conditions. The first 

experiment is operated when no distance and motion state is set in the system. In other 

words, face classification is implemented without the limitations of distance and motion. 

The second experiment is operated when the distance is set as 100 cm and no motion state 

is set. When the distance between a people and the system is more than 100 cm, the system 

does not execute face identification. Whether a person is moving or stationary does not 

impact the face identification. In the third experiment, face classification is implemented 
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when the distance between a people and the system is equal to or less than 100 cm and the 

people must be moving. 

In the first experiment, the system real-time identities a face when people are 

approaching it. The relation between classification accuracy and distance is shown in the 

Figure 4.13. We can see that the accuracy largely decreases when distance is less than 45 

cm or larger than 145 cm. From the Table 4.4, the classification accuracy is good, but 

detection rate is low. The detection rate is the percentage of frames with detectable faces. 

It is calculated by the following function: 

                              𝑑𝑒𝑡𝑒𝑐𝑡𝑖𝑜𝑛 𝑟𝑎𝑡𝑒 =  
𝑡ℎ𝑒 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑓𝑟𝑎𝑚𝑒𝑠 𝑤𝑖𝑡ℎ 𝑑𝑒𝑡𝑒𝑐𝑡𝑒𝑑 𝑓𝑎𝑐𝑒𝑠

𝑡ℎ𝑒 𝑡𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑓𝑟𝑎𝑚𝑒𝑠
                  (4.9) 

The average time cost of identifying a face is 0.66 second. The frame rate of the 

system is 30 fps. The time cost is calculated by the following function.  

 

                                time cost =
𝑡𝑜𝑡𝑎𝑙 𝑓𝑟𝑎𝑚𝑒𝑠

30 𝑓𝑟𝑎𝑚𝑒𝑠/𝑠𝑒𝑐𝑜𝑛𝑑
 ÷ frames of detecting faces          (4.10) 

 

Table 4.4: Results without distance setting and motion setting 

                               No. 01 02 03 04 

Total frames 33 47 46 59 

Frames of detecting faces 8 23 6 10 

Frames of correct classification 5 21 6 9 

Frames of false classification 3 2 0 1 

Classification accuracy 63% 91% 100% 90% 

Detection rate 24% 49% 13% 17% 
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Figure 4.13: The relation between distance and accuracy without limitation of distance 

and motion 

 

The result of the second experiment is shown in Table 4.5. The classification 

accuracy is good, and the detection rate is much higher than the first experiment. The 

average time cost of identifying a face needs 0.19 s.  

 

Table 4.5: Results when the distance is equal to or less than 100 cm and motion is set as 

False 

                                     No. 01 02 03 04 

Total frames 30 30 30 30 

Frames of detecting faces 24 20 21 19 

Frames of correct classification 23 18 19 19 

Frames of false classification 1 2 2 0 

Classification accuracy 96% 90% 90% 100% 

Detection rate 80% 67% 70% 63% 
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The result of the third experiment is shown in Table 4.6. The classification accuracy 

has high accuracy. However, the detection rate is very low. It illustrates that detection rate 

largely decreases when a person is moving. With more limitation of conditions, face 

detection rate declines. Whether a motion sensor is opened should depend on specific 

conditions. If people are moving, the system detects the face. If people are static, it does 

not work. Figure 4.14 and Figure 4.15 show how the system works. 

 

Table 4.6: Results when the distance is equal to or less than 100 cm and motion is set as 

True 

                              No. 01 02 03 04 

Total frames 30 30 30 30 

Frames of detecting faces 4 5 4 3 

Frames of correct classification 4 5 4 3 

Frames of false classification 0 0 0 0 

Classification accuracy 100% 100% 100% 100% 

Detection rate 13% 17% 13% 10% 
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Figure 4.14: Face recognition when the distance is less than 100cm and motion is 

detected 

 

 

 

 

Figure 4.15: No face recognition when the distance is less than 100cm and no motion is 

detected 
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CHAPTER V: 

CONCLUSION AND FUTURE WORK 

5.1 Conclusion 

We designed a ResNet with a relatively small number of parameters (573,752) to 

extract face features.  However, some other neural networks in face recognition, for 

instance, FaceNet, own more than several million to more than one billion parameters. It 

cannot be denied that they perform well in facial feature extraction. One advantage of our 

ResNet model is that parameters are much less than these models. Less GPU or CPU 

memory is needed. It is suitable for implementation in mobile devices, like Raspberry Pi 

or mobile phone. Our ResNet has 3 blocks. Each block is composed of 2 convolution layers. 

By comparing the complexity of ResNet, we can see that the model with 3 blocks 

overperforms models with 4 and 2 blocks. The mechanism of face recognition consists face 

alignment, facial feature extraction, and face classification. Face alignment is by affine 

transformation based on 12 points on eyes selected by 68 landmarks. The model of face 

feature extraction is obtained by training a ResNet with 3 blocks on the LFW dataset. Face 

classification is to identify faces. By experiments of kNN and softmax classifier, the 

accuracy of kNN is 93% and the softmax classifier is 87% on recognizing 25 people. In 

real-time face recognition, distance sensor performs well when people appear 100cm in the 

front of the system. If distance between people and the system is bigger than 120 cm, the 

accuracy largely decreases and even it cannot detect people. Motion sensors limit 

conditions of the system. Therefore, it should be installed according special conditions. 

5.2 Future Work 

The system needs optimization in future. Several tests and experiments have been 

left because of lack of time. Future work concerns design of neural network for facial 

feature extraction, new methods of face classification. This thesis has been mainly 
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focused on the algorithm of ResNet, the classification model of kNN, real-time 

processing videos, leaving the study of thresholds of detecting strangers and so on outside 

the range of the thesis. The following ideas could be made in future: 

• The ResNet needs to be optimized because overfitting  exists; 

• The threshold for detecting strangers needs to tune according to different 

conditions, and a better method needs to be found for setting thresholds; 

• The accuracy of face recognition should be improved. 
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